
Symantec Endpoint Protection End-User Guide 

For MacOS X 

Symantec Endpoint Protection (SEP) is the evolutionary successor to Symantec Anti-Virus (SAV). SEP 

provides the anti-virus protection of SAV and will be Symantec’s focus for future endpoint protection 

development on the MacOS X platform. 

This document will guide the user through the installation process and introduce the most basic 

components of the SEP interface and provide insight as to what to expect from SEP’s behavior. 

LLNL is providing SEP for home use as a no-cost benefit for its’ employees, collaborators, and summer 

students. The SEP software is provided as-is and this document as the exclusive means of support. DO 

NOT CONTACT 4-HELP or any other support organizations at LLNL for support of this software. The 

ONLY exception will be the case where the user is having difficulty downloading the SEP installation files 

from access.llnl.gov . You may report download problems to 4-HELP. 

Installation 

The installation package of SEP from access.llnl.gov is compressed in a zip file. 

   

 

Double clicking on the Symantec Endpoint Protection.mpk package will launch an applet that assures 

compatibility with your operating system.  

 

 

 

Double click on the downloaded zip 

file to extract it into the native 

MacOS X installation package. 

Select the “Continue” button. 



Select the “Continue” button again to navigate past the introductory screen, important information 

window, and the Symantec license agreement. 

     

 

              

 

 

 

 

   

 

 

Select the “Agree” button to 

acknowledge the license agreement. 

Select the “Unmanaged” option. Choose the drive to install SEP. You’ll need 

about 165 MB of free space. 

Read the “Important 

Information” pane to 

review system 

requirements and 

procedures in the case of 

other Symantec products 

already installed. 



 

 

 

    

 

 

Confirm you installation location and 

choose the “Install” button. 

Enter the credentials of an account 

that has Administrative privileges on 

the system.  

Acknowledge that you will be logged 

out during the installation of SEP by 

selecting the “Continue Installation” 

button. 

Wait for the completion of the 

installation progress indicator. 



 

 

You will want to update your SEP product with the latest virus definitions and client updates. You can 

accomplish by going to the Apple Menu Bar and locating the Symantec indicator (see below). Select the 

LiveUpdate menu and then the Update everything now fly-out menu. 

 

 

 

 

 

 

 

The installation process is nearly 

complete. Select the “Log out” button to 

be automatically logged out.  

Log back in to complete the installation. 

A download and installation progress indicator 

will appear. Several minutes will be required 

for the download and installation with a fast 

internet connection. Slower connections (< 

512Kbps) may require an nearly an hour or 

more. 



 

 

    

 

 

Scheduling Product Updates 

In order to maximize SEP’s effectiveness, it is critically important to keep the product and its’ antivirus 

definitions up-to-date. The following guide will illustrate the process to schedule regular and periodic 

updates. 

To schedule product updates, you can access the Symantec Scheduler: 

 

 

      

All Symantec Endpoint components that 

were updated will be displayed. Click “Ok”. 

The LiveUpdate scheduler will be visible. 

It’s highly recommended that you 

schedule regular & periodic updates. 

When it’s presented to you post 

installation of SEP. 

Accessing it from the Apple Menu Bar 



    

 

 

 

 

                                  

 

The configuration above will update all components of SEP; LiveUpdate, Virus Definitions, and Symantec 

Antivirus (actual SEP client) on a weekly basis. Updating the virus definitions on a daily basis will provide 

much better protection and minimize network bandwidth usage.  

 

From the Symantec Scheduler select the 

“New…” button. 

Choose Product Update 

Schedule a frequency and 

convenient time for the 

product update to occur. 

It’s recommended that a 

weekly update is chosen. 

 

Select the “Save” button 

when complete. 

 



 

 

 

With the schedules created, you should see two activities in the Symantec Scheduler. 

  

 

Scheduling File Scans 

Creating a schedule for a file scan is nearly identical to the steps involved for a product update schedule 

as described above.  Launch the Symantec Scheduler as before, click on the “New…” button and now 

choose AntiVirus Scan 

 

 

To schedule a separate virus definition update, launch the 

Symantec Scheduler as before.  Choose Product Update. Select 

Virus Definitions from “Choose a product to update:” and 

schedule a daily update. Name as “Virus Definition Update” or 

similar. Select “Save” when complete. 



 

 

 

 

Responding to SEP Virus Detection: 

SEP will typically discover viruses on your system automatically as they are introduced. SEP’s 

notifications and prompts are straightforward to understand. The following will document the process 

of virus detection. 

 

 

Optionally select a name for the file scan task. 

You may either browse to the system hard drive or a 

individual folder to scan OR you can “drag and drop” a folder 

to field with <Drag Items here or Browse> 

 

Set a Priority: slider determines the amount of processing 

resources to allocate to the scan. Set high if you schedule the 

scan while you normally are away from the computer. 

 

Set a Frequency: Pull down menu sets frequency of scan. The 

default weekly scan is a good choice. Choose day of week 

based on personal preference. 

 

Set the time: Time in which scans occur and is best set to 

when normally no one is using the computer. Be sure to NOT 

set it to the same time your product updates or definition 

updates are occurring. 

Select “Save” button when complete. 

 

SEP has discovered a virus in the folder, 

“eicartest” that was copied from a network 

location.  Click the “Yes” button to attempt a 

repair of the file. 



  

 

 

 

 

 

 

 

 

 

In this case, SEP is notifying you that the file 

can’t be repaired and will be quarantined. 

Quarantine is a safe area where the file is held 

and can do no harm to the system. It’s best to 

empty SEP’s quarantine. 

To access SEP’s quarantine, go to the Apple 

Menu Bar, click on the Symantec icon, choose 

Symantec EndPoint Protection, and then Open 

Symantec Endpoint Protection. 

From the SEP menu, select Tools and 

Quarantine. 

Infected files are listed in the quarantine. 

Highlight the files by selecting them and then 

choose the “Delete” button to empty the 

quarantine.  

Note: You may need to click on the admin 

“lock” and provide admin credentials to access 

the “Delete” button 

Select the “Delete” button in the confirmation 

display. 



 

SEP’s File Scan Detects Virus 

While rare, at times, SEP won’t discover a virus until a file scan is performed. The notification and 

remediation process is similar to the process described earlier. 

 

 

 

 

 

 

SEP has discovered two infected files, 

a compressed file and its’ contents.  

Select the “Delete” button to remove 

the file. You can attempt to “Repair” 

the file. A “Repair” often removes the 

file or places it on the quarantine.   

Since the file is embedded in an 

archived file, SEP is asking whether it 

should repair the archive. In this case, 

you should select “Repair Archives”. 

If the file can’t be repaired, SEP will 

notify you and place the file in 

quarantine. 

Empty the quarantine as described 

earlier. 


