Symantec Endpoint Protection End-User Guide

For MacOS X

Symantec Endpoint Protection (SEP) is the evolutionary successor to Symantec Anti-Virus (SAV). SEP
provides the anti-virus protection of SAV and will be Symantec’s focus for future endpoint protection
development on the MacOS X platform.

This document will guide the user through the installation process and introduce the most basic
components of the SEP interface and provide insight as to what to expect from SEP’s behavior.

LLNL is providing SEP for home use as a no-cost benefit for its” employees, collaborators, and summer
students. The SEP software is provided as-is and this document as the exclusive means of support. DO
NOT CONTACT 4-HELP or any other support organizations at LLNL for support of this software. The
ONLY exception will be the case where the user is having difficulty downloading the SEP installation files
from access.lInl.gov . You may report download problems to 4-HELP.

Installation

The installation package of SEP from access.lInl.gov is compressed in a zip file.

Double click on the downloaded zip
file to extract it into the native
MacOS X installation package.
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Double clicking on the Symantec Endpoint Protection.mpk package will launch an applet that assures
compatibility with your operating system.

This package will run a program to
determine if the software can be installed.

M To keep your computer secure, you should only run
— programs or install software from a trusted source. If

you're not sure about this software's source, click Select the ”Contin ue” button,

Cancel to stop the program and the installation.
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Select the “Continue” button again to navigate past the introductory screen, important information
window, and the Symantec license agreement.
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Read the “Important
Information” pane to
review system
requirements and
procedures in the case of
other Symantec products
already installed.
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Select the “Agree” button to

acknowledge the license agreement.

To continue installing the software you must agree to the terms

of the software license agreement.

and quit the Installer.

{ Click Agree to continue or click Disagree to cancel the installation
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Select the “Unmanaged” option.

about 165 MB of free space.

Choose the drive to install SEP. You’ll need
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Choose the client type that best suits your needs.

© Introduction Do you want this computer to run as an unmanaged or
managed client?
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i You manage your computer directly.

) Managed
Your administrator manages your computer from a
management console.
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Select a Destination

Select the disk where you want to install the Symantec

e Endpoint Protection software
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71.09 GB free
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Installing this software requires 164.5 MB of space.
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Standard Install on “Rottencore2”

This will take 164.5 MB of space on your
computer,

Click Install to perform a standard installation of
this software on the disk "Rottencore2”.

(" Change Install Location... )
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Confirm you installation location and
choose the “Install” button.

Type your password to allow Installer to make

changes.

Name: theboss

Password: "“““l
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Enter the credentials of an account
that has Administrative privileges on
the system.

To install this software, all applications
must be closed, and you will be logged
out when the installation is complete. Are
you sure you want to install the software
now?

Cancel ) ( Continue Instatlation )

Acknowledge that you will be logged
out during the installation of SEP by

selecting the “Continue Installation”
button.
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Install time remaining: About 3 minutes
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Wait for the completion of the
installation progress indicator.
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© Read Me o be automatically logged out.
© License
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© Destination Select | The installation was successful. Log back in to complete the installation.
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9 Installation The software was installed.
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Click Log Out to finish installing the software.
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You will want to update your SEP product with the latest virus definitions and client updates. You can
accomplish by going to the Apple Menu Bar and locating the Symantec indicator (see below). Select the
LiveUpdate menu and then the Update everything now fly-out menu.
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Update everything now ™ Symantec QuickMenu

Update virus definitions

Open LiveUpdate
Open Symantec Scheduler

LiveUpdate € symantec A download and installation progress indicator
N T RAN will appear. Several minutes will be required
for the download and installation with a fast
Update for: Symantec Erdbolit Bratection for Mac internet connection. Slower connections (<
Received: 10 MB of 114.9 MB 512Kbps) may require an nearly an hour or
File: 1 of 2 more.
Action: Downloading...
~ (" cancel )




All Symantec Endpoint components that The LiveUpdate scheduler will be visible.
were updated will be displayed. Click “Ok”. It’s highly recommended that you

schedule regular & periodic updates.

AanNn Summary LiveUpdate
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S Customize this Update Session

Connect to Symantec, check for new updates,
| and select only the updates you want.

LiveUpdate complete. The list below shows the updates that were necessary, if any.
Please view the respective Read Me documents in the installed folders to see all changes
brought about by these updates.

Summary of installed Symantec products:

Status  Product

Version g Update Everything Now
: . 5 -
v i,vml‘:"::[ Er;dp;)’;nt.P;mehctmn far.Mac Viris Dels I;a;e;t L Connect to Symantec, automatically download
v e pcaLeilar ‘acm - I . . fiyi and install all available updates.
L 4 Symantec Endpoint Protection Client Macintosh 11.0.6000
Y 4 Symantec Scheduler for Macintosh 4.0.3

Symantec Scheduler
a ) Set a regular time for your computer to connect
Description:

to Symantec and update your software.

Date Last Checked: July 22, 2010

Date of Last Update: July 22, 2010
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Scheduling Product Updates
In order to maximize SEP’s effectiveness, it is critically important to keep the product and its’ antivirus
definitions up-to-date. The following guide will illustrate the process to schedule regular and periodic

updates.

To schedule product updates, you can access the Symantec Scheduler:

When it’s presented to you post Accessing it from the Apple Menu Bar
installation of SEP.

LiveUpdate

Customize this Update Session

9
4
Connect to Symantec, check for new updates,

and select only the updates you want.

Update Everything Now

g Connect to Symantec, automatically download
and install all available updates.
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& LiveUpdate
. Symantec Endpoint Protection

Symantec Scheduler

Set a regular time for your computer to connec
to Symantec and update your software.

Open LiveUpdate
Open Symantec Scheduler

Date Last Checked: July 22, 2010

Date of Last Update: July 22, 2010

Update everything now
Update virus definitions
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Enter a name for the task:

My Product Update Task

Choose a product to update:

| All Products '7:“-]

|| Do not show progress

Set a Frequency: | Monthly l:-]

Monthly tasks can be scheduled on days

between 1 and 28. This task will run on the

chosen date every month.
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| Enter a name for the task:

My Product Update Task

Choose a product to update:

[ All Products =)

| [ Do not show progress

Weekly tasks are chosen by selecting a day
of the week. The scheduled event will run
every week on that day at the time you
specify below.

T T T
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Set the time: IO - 0| AM l_?
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Scheduled Events From the Symantec Scheduler select the
| On  Name Event Type Frequency  Next Run
“New...” button.
| . " toc Efn | New.. | Edit De\etei
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Choose Product Update
Choose a task to schedule
N
Product Update AntiVirus Scan
(" Cancel )
Add Product Update Task Add Product Update Task

Schedule a frequency and
convenient time for the
product update to occur.
It's recommended that a
weekly update is chosen.

Select the “Save” button
when complete.

The configuration above will update all components of SEP; LiveUpdate, Virus Definitions, and Symantec
Antivirus (actual SEP client) on a weekly basis. Updating the virus definitions on a daily basis will provide
much better protection and minimize network bandwidth usage.




‘ Choose a product to update:

¥ All Products
Virus Definitions
Symantec AntiVirus
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To schedule a separate virus definition update, launch the
Symantec Scheduler as before. Choose Product Update. Select
Virus Definitions from “Choose a product to update:” and
schedule a daily update. Name as “Virus Definition Update” or
similar. Select “Save” when complete.

With the schedules created, you should see two activities in the Symantec Scheduler.

& My Product Update Task

8O0 Symantec Scheduler ="
Scheduled Events
Oon | MName Event Type Frequency | Next Run
g Wirus Definitions Update Product Update: Virus Definitions  Daily Tomaorrow, 1:00 AM

Product Update: Updare All Weeakly

Friday, 2:00 AM
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Scheduling File Scans

Creating a schedule for a file scan is nearly identical to the steps involved for a product update schedule
as described above. Launch the Symantec Scheduler as before, click on the “New...” button and now

choose AntiVirus Scan

Choose a task to schedule

Product Update

RS

AntiVirus Scan

Cancel




_ Add AntiVirus Scan Task

| Enter a name for the task:

Select an item to scan: | Browse.. |

‘ My AntiVirus Scan Task

<Drag items here or Browse>

Set a Priority: r, T .k./r. P nn
Lo Med High

Set a Frequency: | Weekly i ;i

Weekly tasks are chosen by selecting a day
of the week. The scheduled event will run
every week on that day at the time you
specify below.
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Optionally select a name for the file scan task.

You may either browse to the system hard drive or a
individual folder to scan OR you can “drag and drop” a folder
to field with <Drag Items here or Browse>

Set a Priority: slider determines the amount of processing
resources to allocate to the scan. Set high if you schedule the
scan while you normally are away from the computer.

Set a Frequency: Pull down menu sets frequency of scan. The
default weekly scan is a good choice. Choose day of week
based on personal preference.

Set the time: Time in which scans occur and is best set to
when normally no one is using the computer. Be sure to NOT
set it to the same time your product updates or definition
updates are occurring.

Select “Save” button when complete.

Responding to SEP Virus Detection:

SEP will typically discover viruses on your system automatically as they are introduced. SEP’s
notifications and prompts are straightforward to understand. The following will document the process

of virus detection.

want to repair it?

Symantec Endpoint Protection Alert
o eicar.com is infected with EICAR Test String. Do you

SEP has discovered a virus in the folder,
“eicartest” that was copied from a network
location. Click the “Yes” button to attempt a
repair of the file.




Symantec AntiVirus Repair Alert

eicar.com could not be repaired but was
quarantined.

E® O+ & 4+ Tuel54PM
9 LiveUpdate >
"4 Symantec Endpoint Protection

Open Symantec Endpoint Protection

3 Symantec QuickMenu > B
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Disable Auto-Protect
Disable Scan On Mount
Open Auto-Protect Preferences

Utilities

Quarantine
Sym|  View History pction
Virus Info
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Window Help

File
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M Scan within Compressed Archives Scan... )
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Name Date Added Status Kind
eicar.com Jul 27, 2010 1:52 PM Infected File
eicar.com Jul 27, 2010 1:49 PM Infected File
1
='i Items in Quarantine: 2 Repair ( Delete | Restore
5] @ Click lock to prevent further changes. 7

Delete from Quarantine

Are you sure you want to delete these files from
Quarantine?

(" Delete ) [ Don't Delete }

In this case, SEP is notifying you that the file
can’t be repaired and will be quarantined.
Quarantine is a safe area where the file is held
and can do no harm to the system. It’s best to

empty SEP’s quarantine.

To access SEP’s quarantine, go to the Apple
Menu Bar, click on the Symantec icon, choose
Symantec EndPoint Protection, and then Open
Symantec Endpoint Protection.

From the SEP menu, select Tools and
Quarantine.

Infected files are listed in the quarantine.
Highlight the files by selecting them and then
choose the “Delete” button to empty the
quarantine.

Note: You may need to click on the admin
“lock” and provide admin credentials to access
the “Delete” button

Select the “Delete” button in the confirmation
display.




SEP’s File Scan Detects Virus

While rare, at times, SEP won’t discover a virus until a file scan is performed. The notification and
remediation process is similar to the process described earlier.

NV, Virus Scan
— SEP has discovered two infected files,
Scan Completed Auto-Repair Disabled ——
Examined: 36 Started at2:06 M Ended at 2:06 PM a a compressed file and its” contents.
Examined in Archives: 2 Infected Archives: 1 Quarantined: 0 “ ”
Total Infected Files: 1 (1 in archives} Repaired: 0 Failed repair attempts: O seIECt the DeIEte bUtton to remove

the file. You can attempt to “Repair”

Scan Results:

e T o - the file. A “Repair” often removes the
File Info:
[ Repair ) [ Delete ) [ Learn More] Pause Close

A

. - e |
Since the file is embedded in an
R ir Archi . . . . .
s archived file, SEP is asking whether it
Some selected files are contained in archives. Would you like to repair all the
infected files within those archives, skip the archived files, or cancel the repair? Sh0u|d repair the archive |n thIS case
. ’
(" cancel Repair ) (" skip Archives ) (C RepairArchives ) you should select ”Repair Archives”.
If the file can’t be repaired, SEP will
Symantec AntiVirus Repair Alert notify you and place the file in
eicar.com could not be repaired but was quarantine-

quarantined.

Empty the quarantine as described

earlier.




